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Zonel oader 0.5 Source and Direct Boot Notes 2003.

As its 2 years old and PS2 is about dead, i thought id share the directboot
notes plus the source code to Zonel oader so hopefully people can learn from
it and inprove on the nethods.

So how are direct boot discs nade?

The PS2 protection is based on EFM (eight to fourteen nodul ation) and is
basicly invisible. The digital signiture is basicly a pit and | and structure
which is what is known as DSV values. DSV (Digital Sum Value) is an integer
that is incremented by every pit and decrenented by every |and. Exanple:

P-P-P-P-L-L-P-P (Lands -2, Pits +6) so would give a DSV of +4 (just used for
exanpl e)

Due to EFM and how it works, EFM encoders in PC readers/witers try to keep
the DSV as lowto O as possible, as to avoid errors on the disc, as if a too
hi gh DSV the COYDVD drive cant track properly and report a read error.

Sony however found a very clever and interesting way of using a special EFM
encoder to nmaster the data in exactly the sane way a PC woul d but use
different EFM on the data in a certain area of the disc based off offsets of
the Disc ID. For exanple say the byte pattern 05 05 05 05 on sector 25 the
DSV output on a PS2 disc was +5 DSV if it was burned on a CDR the DSV woul d
be +4 or maybe +2 for exanple (only used as an exanple).

So as you can see the protection is conpletely invisible and due to the
hardware el ectronics of a PC burner, it would always be inpossible to burn a
PS2 format disc. An EFM burner that could do it would cost thousands and no
drive manfacturer would ever nmake it anyway as it woul dnt appeal to the mass
mar ket .

So why cant datel press discs |ike sony?

Sinpl e as Sony nastering encoder is |ock and key and no one can gai n access,
datel need to make the discs using normal mastering equi penent.

So how did Datel / Success nake direct boot CD s?

Datel Discs (action replay ect) have errornous datas in the sector region 25
- 4000 (roughly) which you think is just there to stop newbi es copying the
di sc. However this is not the case at all the data holds the protection data
for the disc!
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What Datel did was using sonme equipnment is calculate the true DSV off an
original ps2 gane, maybe using some fine pit and | and m croscopes and then
out puted the data back onto there disc, this would of took alot of tine and
maybe expensive equi prent.

They then recreated the DSV off the disc just using the correct byte patterns
to make the pit and | and waveformidentical to the master they used. The disc
all Datels discs are based off is Tinme Splitters (irrelevant anyway). As an
exanpl e say the original PS2 disc hade data 05 06 07 08 (DSV X anmount) the
out put data woul d be 24242424 (DSV X anount) as |ong as datel matched the DSV
wavef orm regardl ess of the output data the protection could be duplicated,
agai n using nonitoring equipnment. They did all the hard work :p

So inside Sectors 25-4xxx there are just data patterns that match the DSV on
the original disc, the patterns inside extrenely high and | ow DSV repeative
pattaerns whi ch nakes a wobble, basicly a pit and | and wavef orm
--------------- for exanple.

So howis this data burned pressed?

Wl | due to hardware el ectronics the DSV patterns cant be burned or pressed
as there either too high or too | ow, and the PC hardware el ectronics would
read error or just recorrect the DSV using EFMto bring the DSV val us back
down to O or nearest too.

So how datel do it?

Vll this is what took me months to figure out, | figured out that datel had
actually scranmbl ed the data on the disc using a standard scranbling method,
which is basicly just sone sinple XOR ng which basicly outputs the data
randomy so that when its fed into the mastering EFM encoder it reduces the
risc of error. This is extrenely clever as all cd burners and mastering

equi prent scranbl e data before it gets fed into the EFM encoder, datels
sectors 25-4xxx are already scranbled, so as its just some sinple XORi ng and
as data Xored twice will give the original output data.

This is actually how safedisc 2 sectors are also put on the disc for PCso it
wasnt hard to find a sector scranbling code to actually scranbl e/ descranbl e
dat el s dat as.

Data scrambling for all CDromdrives is the same, it is described in one of
t he ECVA docunents and ot her yell ow book / red book docunments over the net,
this information is open al so and no secret.

What do the datas | ook like:

Here is part a datel DSV protection sector, sector 36:
AD659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659A
DCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA0659ADCA065
9ADCA0659ADCA0659ADCA0659ADCDDA CA6 AF

As you can see its very clean and repeated data.

Here is the sane data scranbled on the disc:
A0659ADCA0659ADCA0659ADCALES9ABCA04DIAC2206DFADA0867645D2005FAF4887B0454C80334

765C1LA9B3CA02D9AEA20737AD26861CC5FDES47A94E8532CAA568B5C10F2B06743A1CD9AA22045
FAC4886F045B88070475081B647COD34768D
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| have attached one sector (36) fromaction reply ar2 one is unscranbled to
show you the actual DSV protection, the other is scranbled to show you how
the data is laid on the datel disc.

Can you verify this?

Attached in the zip is a sector scranbler source and execubl e which i have
added with one sector, run the data through the scranmbler and you will see
the datas, it is a default EFM sector scrambler and the source was witten by
Spat h of cdfreaks. com

So how do i get the protection datas?

There is no easy way to get the data, the only way to get the accurate data
is by using a hacked PC firmmvare, you have to | ocate the sense codes and work
back fromthe subroutines, turning ECC EDC error checking off and vari ous
other things. | amnot going to post nmy firmvare or howi did it, as this
wi Il cause big problems with sony and imnot really interested in giving a
full how to so people can mass pirate discs.

Anyway with a sinple firnmware hack based on a plextor 708a drive i read al
the data out, i |ooked at the patterns by adapting the basic scranbler code
so out putted all to a file which was very sinple.

So what about success-hk met hod?

after analysing all of datels discs i found the protection data is always the
same for each region, for exanple all pal discs the same, all ntsc discs the

same. | then got hold of nenory max and ot her discs by success and ripped it

out using the same nmethod, after unscranbling i found the data is also 100%

identical to the AR2 data datel had used, and that theres is only one way to

doit. This is really when i found out this was the real protection data, as

every disc need this to boot.

So what are the lines on the success discs?

they are nothing and not read, there just extra protection put in by
t hensel ves, maybe know ng that other people know how the di scs are nmade and
protecting there investrment, the lines are just a decoy.

So can i have a full |SO?

No. The reason for this is that i wanted to release this doc to give an

i nsight as to how the ps2 protecti on works, not a how to on direct boot
warez. There is enough info to go make further stufy and anal yze the sectors
yourself and play with them

So what is the CD key you nentioned earlier?

Every gane has a disc id, i.e SLES 500 ect ect, this file nane is used to as
an offset to make the original discs, it is also checked by the PS2 when
booting. This is why datels disc all have SLUS 200.90 for usa discs as this
is the time splitters key. Al datels discs are nade off one discs which is
timesplitters, as i guess it didnt make sense to nake another disc, du e to
the tine it takes to cal culate and reconstruct the DSV. This key is al so used
to check the ps2logo is intact and other shit on the disc but this can all be
copi ed anyway.

What about DVD?
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DVD is much sinpler than CD, it works exactly the same way, its just data was
put in the CPR MAIl, EDC of success swap magi ¢ 2 dvd disc so the protection
sectors coul dnt be read out. This can also be read out, but only mastered not
bur ned.

So can it be burned?

No it cant be burned, mastering equi pment has a special node 7 SSM 7 which
lets you output full data ignoring all errors. For DVD you can al so naster
2064 bytes conplete using a special node. The mastering documents can be
obtain from wwv. dcai nc. com there call ed DDP docunents. There are confidentia
but if you are a conmpany you can obtain them by faxi ng your conpany info and
signing a NDA. The DDP format is very simlar to |SO but has many nodes a cd
cant burn. No special encoders or equiprment is required to press a direct
boot disc due to new nbdes in the DDP ;)

Anyway tt is actually very sinple once you got the firmvare all hacked up
but did take 2 years to figure out at the time due to | ack of resources and
know edge of how t he CDVD nechacon worked.

Extra readi ng:

EFM
htt p: // www. ee. washi ngt on. edu/ consel ec/ CE/ kuhn/ cdaudi 02/ 95x7. ht m

Googl e keywords: EFM DSV, Digital sumvalue, weak sectors.

Al so read the yell ow book, redbook types and many ECMA docs.

Thanks:

Big thanks to filterX for rel easing the zonel oader executable which entitles
the source to be released. Thanks to spath for the sector scranbler and al so
X for helping ne reverse the plextor firnware, you know who you are ;) also
to datel for cracking the original ps2 fornmat.

enj oy

f usi on

Please register to remowve this banner.



www.dcainc.com
http://www.ee.washington.edu/conselec/CE/kuhn/cdaudio2/95x7.htm
http://www.thebeatlesforever.com/processtext/abctxt.html
http://www.ee.washington.edu/conselec/CE/kuhn/cdaudio2/95x7.htm
http://www.thebeatlesforever.com/processtext/abctxt.html

